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Abstract. As artificial intelligence (AI) systems influence ever more
high-stake decision-making processes, such as university applicant screen-
ing or medical diagnoses, ensuring the trustworthiness of these systems
and their decisions is crucial. This paper presents a significant step to-
wards achieving trustworthy AI decisions by introducing a novel frame-
work for enhancing traceability and accountability by construction. Our
approach encompasses the entire decision-making pathway—from the
raw datasets used to train the AI system, through the algorithms and
programs employed, to the involved parties and the final decisions made.
At the core of our methodology is the Decision Bill of Materials (DBOM),
which meticulously documents all elements contributing to a decision
while ensuring accountability and traceability through cryptographic sig-
natures. Furthermore, we leverage results from logic programming to en-
able systematic reasoning about the processes and decision documented
in a DBOM. This allows us to verify that the system meets specific
certification standards and that individual decisions can be qualified as
trustworthy. This framework not only advances the construction of reli-
able Al systems but also aligns technological developments with ethical
imperatives and regulatory expectations.

1 Introduction

Establishing trust in Al systems is paramount for their acceptance and integra-
tion into societal frameworks [34,36-38]. This is especially pronounced when-
ever those systems put fundamental rights at risk or have a significant impact
on people’s health or safety. Examples of such high-stake decision-making ap-
plications include university applicant screening [16,68], credit scoring [49], visa
decisions [46], predictive policing [33], court decisions (as with COMPAS [6, 21,
26,39]), selection of job applicants [47,48], or tenant screening [60].
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Trustworthy AT necessitates robust, transparent methodologies that ensure
compliance with both ethical imperatives and regulatory standards [34,36,42,55].
This paper proposes a novel framework designed to inherently enhance the trace-
ability and accountability of AI decisions. We suggest an approach for tracking
certain key interactions of trusted parties with the system (such as certifications,
validations, or audits), for making inferences from these, and for mapping out
the relevant processes contributing to a decision in a structured manner. By en-
compassing the full decision-making pathway—from the raw datasets used for
training the Al system, to the algorithms and programs employed, to the parties
involved and the final decisions made—our approach advocates for a systematic,
verifiable, and holistic process with automatable checks.

Central to our approach is the implementation of a Decision Bill of Materi-
als (DBOM)—a comprehensive record that documents all elements and processes
contributing to an AI’s decision-making pathway and an individual decision. The
concept of a Bill of Materials (BOM) originates from manufacturing and engi-
neering, where it is used to document all components, parts, and raw materials
required to build a certain product. In the context of Al decisions, we adapt
this concept to form the DBOM detailing and documenting how a decision came
about. The idea to use a BOM to document elements of an Al system is not
new. With CycloneDX’s Machine Learning Bill of Materials (ML-BOM) [23] and
The Linux Foundation’s SPDX AT profile [30] there already exist well-established
standards for documenting software components, models, and datasets associ-
ated with an Al system. Our proposal extends beyond those existing approaches
as it concerns individual decisions and not just the system itself.

This documentation strategy enhances transparency and facilitates audits,
allowing stakeholders to verify that all aspects of the Al system and its decision
adhere to stipulated requirements. By incorporating cryptographic signatures,
the DBOM assures accountability and transparency for each element contribut-
ing to a decision-making process. Additionally, through the application of con-
cepts from logic programming, we introduce a method to systematically and
rigorously reason about DBOMSs. This analysis helps to ensure that the AT sys-
tem aligns with predefined certification standards and facilitates the independent
verification of each decision as potentially trustworthy.

By embedding these mechanisms at the core of the AI development and
decision-making process, we aim to foster Al systems that are not only effective
and efficient but also ensure traceability and accountability by construction,
thereby aligning technological advancements with ethical imperatives and legal
expectations. A relevant legal framework might, for example, be the AT Act of
the European Union [27]. Our approach could help to shape and instantiate parts
of the required documentation procedures (e.g., Art. 11, 12, 18), the fulfillment
of transparency obligations (e.g., Art. 13), as well as the tracking of mandatory
certificates (Art. 44). Our approach could also inform the design of harmonized
standards as envisioned by the EU (Art. 40).

Contributions. This paper contributes a methodology for ensuring accountability
and for assessing a system’s trustworthiness. We discuss the concrete instantia-
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tion of this methodology by exploiting existing techniques and propose a concrete
specification for DBOMs based on CycloneDX and JSON Schema.

Structure. In Sec. 2, we introduce a concrete running example revolving around
a university admission system. In Sec. 3, we present the central building blocks
of DBOMs and how existing techniques such as shielding and monitoring fit into
the picture. In Sec. 4, we develop an approach for the automated verification of
certain aspects of a DBOM based on logic programming. In Sec. 5, we discuss
our approach and give an outlook on future work.

2 Example: University Admission

To illustrate the concepts introduced in this paper, we present an example of an
AT system used for desk-rejecting applications at a university. The core objec-
tives in this process are manifold: on the one hand, it should be ensured that the
system is accurate in its decisions, meaning that it does not desk-reject promis-
ing candidates and that it does not erroneously propose strictly underqualified
applicants for acceptance. On the other hand, it has to be ensured that funda-
mental risks are guarded, that every applicant can trust that they have been
treated fairly throughout the selection process, and that the system is trans-
parent to the university officials who govern the selection and ultimately take
responsibility for it.

2.1 An Ideal Process

In our example, an automated decision-making system is implemented at a uni-
versity to assess applications and decide which ones are desk-rejected. The sys-
tem is designed to streamline the admission process by filtering out applications
that do not meet the university’s admission criteria, and therefore reduce the
workload on university employees. Ideally, this system would be designed to
ensure transparency and accountability at every step.

First of all, the development of such a system requires the selection of train-
ing data. To this end, historical data from previous applications to the university
is collected. This data includes both accepted and rejected applications, anno-
tated with comprehensive feedback from admissions officers. Special care must
be taken to ensure that the data represents a diverse applicant pool in terms
of demographics, socio-economic backgrounds, and geographic locations. If the
training data does not reflect the diversity of future applicants, the model might
discriminate against minorities which were not represented in the training data.
Having an equal representation inside each category is not necessary, however
no group that exists in reality should be left out entirely.

With the data selected, a machine learning model can be trained. A variety
of features are extracted from the applications, such as GPA, test scores, and
the richness of the personal statement. The model is trained using a supervised
learning algorithm, where the outcomes (accepted or rejected) serve as labels.
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Throughout the training process, the model’s performance must be continuously
evaluated using a validation set, ensuring that it generalizes well beyond just the
training data. Before deployment, the model must undergo thorough auditing
to check for biases and fairness, as university officials are aware that historical
data is prone to the preservation of existing bias. Adjustments must be made to
the training process to mitigate any discovered biases.

Upon successful auditing, the system is finally deployed. As applications come
in, they are automatically processed by the AI system. Each application re-
ceives a score based on the learned weights of various features like academic
achievement and extracurricular involvement. Applications falling below a cer-
tain threshold score are recommended for desk rejection. Thereby, the system
provides a recommendation to either proceed with a detailed review or desk-
reject the application. The system’s recommendations must be logged for future
audits. While the system is in operation, a fairness monitor [13] must be used to
check each individual decision for individual unfairness, as well as all decisions
made over a certain period of time for group unfairness.

A human oversight person must be in the position to inspect the Al’s de-
cisions at all times and override any outputs. This enables taking into account
additional contextual information that the AI might not have sufficiently ac-
counted for. The human oversight person will especially review all cases that
were flagged by the fairness monitor but can also pay special attention to other
cases as they see fit. During routine inspections, when a specific issue is reported,
or an applicant wants to contest the system’s decision, the systems outputs are
scrutinized to ensure compliance with fairness and performance standards. For
example, if an applicant appeals their rejection, claiming potential bias, the
specific case along with similar cases handled by the system are reviewed. The
model’s decision-making process is analyzed to identify whether any features
disproportionately influenced the outcome. To this end, a comprehensive record
of the case is required. Depending on the findings, the model may be retrained,
or the decision logic adjusted to prevent future occurrences of the issue.

2.2 Requirements

To summarize, the ideal process sketched above embodies the following require-
ments for the development of the system and its operation.

R1 Data Selection: Training data must be carefully selected to ensure that
the data represents a diverse applicant pool in terms of demographics,
socio-economic backgrounds, and geographic locations.

R2 Feature Selection: Features for the decision-making process must be
selected such that they minimize the chance of any biases and are ap-
propriate for the task at hand. In our example, only features that are
known to correlate with academic success should be chosen. Note that
features may need to include sensitive information like ethnicity in order
to account for any statistical biases in other data.
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R3 Training Algorithm: The algorithm used for training the system and
making decisions must be appropriate for the task at hand. In our exam-
ple, the algorithm has to support a great variety of different criteria that
often cannot be applied to all of the traning data. For instance, not every
candidate will have profiency in Mandarin, but it might still be part of a
feature to detect candidates worth accepting.

R4 Validation Set: The validation set must be chosen such that it ensures
that the system generalizes well beyond just the training data. An over-
fitting must be avoided, so that the trained model is able to treat data
sets that differ a lot from what was shown during training.

R5 Auditing: Before deploying the system, it must undergo thorough audit-
ing to check for any biases and unfairness within the system.

R6 Logging: Every decision must be logged together with all important in-
formation to enable its investigation and ensure transparency.

R7 Fairness Monitor: At runtime, a fairness monitor must be used to detect
unfairness that may have made it through the audit.

R8 Human Oversight: A human oversight process must be put in place to
review flagged decisions and handle appeals.

Notably, these requirements do not only concern the AI system itself but
also cover the process used to build it as well as aspects of its deployment and
operation. To ensure that these requirements are met and all involved entities
can be held accountable for them, we envision the implementation of a DBOM.
In case of this example, the DBOM would record the sources and characteristics
of the training data, it would document the features, algorithms, and validation
set which has been used for training, it would document the auditing process
and the parties involved in it, and it would document the operational measures
taken to ensure that each decision is fair and accurate.

3 The DBOM Approach

A typical DBOM can be expected to include information about the origins and
characteristics of the used training data, about the feature extraction methods
and training procedures, about validation and auditing processes, and about op-
erational monitoring and oversight mechanisms. By systematically documenting
each component and their interactions, the DBOM ensures transparency, trace-
ability, and accountability. It aims to provide a clear audit trail that stakeholders
can review to understand how a decision has been made and verify that the sys-
tem operates according to ethical standards and regulatory requirements. As
such, we envision DBOMSs to become essential for building trust in Al systems,
as they allow for thorough inspections and validations of decisions.

Fig. 1 depicts the architecture we are proposing in this paper. Here, a DBOM
encodes facts about a decision and the involved processes, systems, and parties.
As an example, it may state that the data used to train an Al system has
been checked for biases by an accredited institution and that this AI system has



6 J. Wenzel, M. Kohl, S. Sterz, H. Zhang, A. Schmidt, C. Fetzer, H. Hermanns

Datasets Certificates Signed Rules Query
Training \\ \4 / i
Signature Trusted DBOM Additional
Auditing — DBOM —»| . — Facts and —>| I .
Checking Reasoning Information

o P Rules
! [N\
Decision Rejected Facts 4 X

and Rules

Fig. 1. Proposed architecture for ensuring traceability and accountability.

indeed been used for the decision. To ensure accountability and integrity, these
facts are secured with cryptographic signatures issued by trusted parties who
can be held responsible for their correctness. The trusted parties form a Trust
Domain, which may vary between specific use cases. In the example mentioned
just before, the Trust Domain includes the accredited institution and a cloud
provider, such as AWS or Azure. The former may sign facts concerning the AI’s
training process, while the latter may sign facts confirming that a specific Al
running on the cloud provider’s infrastructure has produced the decision.

Given a set of trusted certificates, a stakeholder can then check the signatures
of the facts within the DBOM to make sure that the facts have indeed been
emitted by the respective parties and that those parties are also trusted to emit
those facts. While this allows a stakeholder to ascertain characteristics of the Al
system and the decision, the facts alone are insufficient to determine whether
the decision adheres to ethical and regulatory norms applicable in the specific
context. For instance, as discussed before, the Al system may need to be trained
on data that has been checked for absence of biases but may also need to contain a
fairness monitor [13] to continuously check for unfairness during operation. This
is where reasoning about DBOMs becomes necessary.

To systematically and rigorously reason about a DBOM, trusted rules need
to be provided in addition to the facts. These rules can originate from legal re-
quirements or be directly provided by the stakeholders themselves. Again, rules
should also be signed to make sure that they indeed originate from trustworthy
entities. Finally, the trusted facts and rules are fed to some reasoning engine
together with one or more queries. Queries are criteria a person or other stake-
holder affected by an Al decision may want to check. A query may for instance
ask whether the decision-making process adheres to ethical or regulatory require-
ments. The reasoning engine may then either affirm or reject the query and can
provide additional information, for instance, concerning the facts and parties
involved in affirming a query.

In the following, we concretely instantiate this idea by detailing considera-
tions for its practical implementation.
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3.1 Predicates and Assertions

At the core of the DBOM approach are facts that represent certain statements
about an AT system, its operation, and its development.

Definition 1. Given a set P of predicates and a set C' of constants, a fact is
a tuple (P, cy,...,ci) where P € P is a predicate and ¢; € C are constants. We
also use the notation P(cy,...,ck) to denote facts.

Definition 2. Given a set P of predicates and a set C' of constants, an asser-
tion ¢ is a finite set {Pi(c<i71>, cel c<i7ki>)}?:1 of facts.

Concrete Example. Image that the German TUV, as a possible accredited insti-
tution, asserts (i) that they audited the training data D according to the regu-
lations in place, e.g., for biases and other problems, and (ii) that they checked
the program P used for training an Al system. Formally, this may correspond to
the following assertion:

{ Audited(TUV,D), Checked(TUV,P) }

Note that the authority or entity responsible for the assertion occurs in the
individual facts. This allows us to track which facts have been produced by
which entity. Now, based on the program P and data D, a cloud provider such
as AWS may assert that a neural network NN resulted from training with the
program P on the data D. Formally, this corresponds to the assertion:

{ Trained(AWS,D,P,NN) }

In practice, elements of the process such as the training data, the training
program, or the resulting neural network would be represented as cryptographic
hashes linking the constants to the real elements in a way that is impossible to
forge.

In addition to those assertions about the system itself, the DBOM for a par-
ticular decision, for instance, a desk rejection, may also state operational facts.
For instance, the system making the decisions may run in the Azure cloud. Hence,
Azure may assert that a particular decision made, like rejecting the applicant,
has been the result of running the system S:

{ Produces(Azure,S, RejectA) }

To link the system to the neural network trained on the audited data, the TUV
may again have asserted that the system S is based on the neural network NN.
In addition, the TUV may also have checked that the system S contains the
required fairness monitor:

{ HasMonitor(TUV,S), BasedOn(TUV,S,NN) }

All these assertions together make up the DBOM and encode various statements
about the decision-making process and the parties and components that have
been involved in it.
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3.2 Cryptographic Signatures

As facts, rules, and queries risk to be corrupted during transmission or tampered
with by an adversary, we use cryptographic signatures and certificates to estab-
lish trust in them. At their core, cryptographic signatures use algorithms and a
signing key to generate a unique bitstring of fixed length, known as a signature,
for a message or document.

The main objectives of cryptographic signatures are integrity protection and
non-repudiation. Integrity protection ensures that an adversary can not alter a
message without causing the signature verification to fail. Non-repudiation en-
sures that the signer, identified by a public key, is bound to the signature and
cannot disown the signed content. The signer’s public key is derived from the
signing key and is needed for a valid signature verification. In combination, when
provided with a cryptographically valid signature, stakeholders can have confi-
dence that the signed data has not been tampered with and that the identified
signer is indeed responsible for the content.

Note that we want to sign information that has not necessarily only one
canonical textual representation. For example, the bitstrings “P A @Q” and “P
AND Q” may express the same thing but their signatures will differ. Therefore,
we need to establish one or more formats for such information, that is then used
for both signature and verification.

As part of the signature verification process, certificates allow us to decide if
a signature has been issued by an authorized entity. The set of certificates used
form our Trust Domain. Certificates must contain a subject, a validity period
and a scope or namespace. The subject is usually a public key identifying the
signer and can be used for signature verification. The validity period enforces a
regular key rotation and helps us against signers that became malicious or whose
private keys leaked. The scope/namespace is a set of fact/rule identifiers/names
that restrict the power of the signer. Restricting the signer’s competences follows
the principle of last privilege and protects against malicious actors. Without
namespaces, a malicious actor could very easily abuse its power by gaining a
small amount of trust and then signing completely different formulas. Although
namespaces do not prevent against the risk of power abuse completely, it forces
the issuer of a certificate to reflect on the exact extend of the trust expressed.

3.3 Signature Verification

Existing BOM formats like CycloneDx allow their users to sign elements of the
BOM individually, therefore we suppose that every assertion inside a DBOM
is signed individually. Each signature should at least consist of the signature
algorithm, the public key of the signer, and the signature value. Consequently,
each signed assertion from a BOM has the form of a tuple:

(9,0)
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where ¢ is the assertion itself and o is the signature consisting of an algorithm
A, a public key KP derived from a secret key K* and a signature value:

0= <A7 Kp’ SIgn(A’ ¢’ Ks)>
When verifying the signature, the following conditions must be met:

— The public key KP must be part of the Trust Domain, i.e., the verifying
entity needs a certificate Cert it can trust.

— The verification time must be in the validity of the certificate. This moment
in time does not have to be the moment the verification happens. The veri-
fying entity might also verify the signature for a moment in the past or the
future.

— The assertion must be inside the certificates namespace. That means that
the predicate names occuring within the assertion have to be elements of the
namespace of the certificate.

If taking t as verification time, this can be written as:

(,0)
A ICert(KP,[S,T],Ns) € TD
A verifySignature(¢, o, KP) A t € [S,T]
A VP € ¢(P € Ns)
= ¢

3.4 DBOM Encoding

For the implementation of signed DBOMSs, we can reuse existing BOM struc-
tures. Based on CycloneDx, we propose a standard for a possible structure for
DBOMs consisting of a JSON schema.

The idea is to include signed facts into a CycloneDx BOM. Therefore, we add
a new entry to the root of the BOM object and call it decisionAssertions.
The following listing shows how the facts we’ve seen so far would look like inside
this entry. As we can see, facts do not need to be signed individually. Instead,
they can be bundled, which reduces the signature effort. Each fact is an object
with only one property carrying the predicate name. The value of this property
is an object containing the predicate’s arguments.

To make our format more flexible, we propose to separate the definitions of
possible predicates for facts and the definition of the general DBOM structure.
The latter definitions form an outer schema, defining the signed assertions and
facts as well as their signature format. In order to reach a good compatibility
with CycloneDx, we also use the JSON Signature Format (JSF) for signatures.
The former definitions form an inner schema, defining possible predicates, their
arity, and the meaning of their arguments. Its content is up to everyone who
implements a DBOM. DBOMs using different inner schemas will all validate
against the outer schema. The inner schema will also be used to generate a
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L
{
"facts": [
{
"audited": {
"auditor": "TUEV O0Ost",
"database": "31d94e3975..."
}
},
{
"checked": {
"auditor": "TUEV O0Ost",
"program": "mdb5:7e202feOb6..."
}
}
1,
"signature": {
"algorithm": "Ed25519",
"value": "BR495M3IPZ..."
}
},
{
"facts": [
{
"trained": {
"database": "31d94e3975...",
"program": "mdb5:7e202feOb6...",
"neuralNetwork": {
"name": "TensorStick",
"version": "2.5.10",
"digest": "e27e5b3f0..."
}
}
}
1,
"signature": {
"algorithm": "PS512",
"value": "L4K9SJP3OR1..."
}
}
]

Listing 1.1. Example of a DBOM
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parser for DBOMs. We think of a possible parser fine-tuning using JSON schema
comments, the rest follows the inner schema structure (which might need a meta
schema).

3.5 Exploiting Existing Techniques

In order to ensure that Al systems remain trustworthy throughout their lifecycle,
it is essential to employ a combination of techniques that can monitor and en-
force compliance with established requirements both at deployment and during
runtime. Furthermore, XAI techniques may be required to provide explanations
as part of a DBOM. These explanations may then also be subject to certain
requirements. We will give a brief overview over the various techniques found in
the literature that may be used to ensure the reliability of an AI or other system.
The fact that these techniques have been used during development and during
runtime as part of a system, would be recorded in a DBOM.

To truly ensure that the methodologies and techniques developed for verifying
and enforcing the correctness and fairness of Al systems are effective, it is crucial
to confirm that these verified or proven components are the ones actually being
utilized in operation. This verification is particularly important as discrepancies
between the tested or verified model and the actual operational system can
undermine the system’s integrity and trustworthiness. A DBOM records their
usage and ascribes responsibility to trusted parties.

Runtime wverification involves monitoring the system to check if it behaves
as expected while it is operational. This approach uses formally defined prop-
erties or specifications that the system should adhere to, and checks log files or
outputs in real-time to ensure compliance [4, 10,11, 25,40]. For our university
admissions Al, runtime verification could involve continuously checking that the
AT’s decisions adhere to fairness constraints defined in the specifications [13].

Shielding involves creating a layer around the Al system that prevents it from
making undesirable decisions, regardless of the input it receives. This method is
particularly useful in operational environments where the system may encounter
scenarios not previously accounted for during training [35]. For the admissions
system, a shield could be designed to automatically detect and block any deci-
sions that significantly deviate from expected fairness norms before they affect
the application outcomes, thus providing a safety net against unforeseen biases.
The basis for shielding can be a fairness monitor [13].

Runtime enforcement is similar to shielding. It can be seen as an extension
of runtime verification where, instead of only detecting violations, the system
actively intervenes to rectify them [14,28,43,52,53]. In the university admissions
example, runtime enforcement mechanisms could adjust the weights assigned to
certain applicant features on-the-fly to balance decision outcomes across different
groups, ensuring continuous adherence to fairness standards.

Model checking is a systematic technique that checks whether a model of a
system meets a given specification. This is typically done by exhaustively ex-
ploring all possible states of the system [9]. In the context of the AT application
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selection system, model checking can be employed to verify that under all possi-
ble conditions, the system’s decision-making process does not lead to outcomes
that violate predefined fairness rules. It ensures that even in edge cases or under
unusual conditions, the system behaves as expected. Notably, exhaustive model
checking will likely be too expensive for real-world applications, in such cases,
statistical model checking has proven effective [32].

Attribution is a prominent Explainable Al (XAI) method used to assign im-
portance scores to inputs based on their influence on the output of an AT model.
Various techniques exist to generate attributions, each with distinct methodolo-
gies. Gradient-based methods [2,8,61,63] use the gradient of a target class score
with respect to the input to assess the impact of different regions of an image on
the prediction. Particularly designed for images, CAM-based methods [18,58,73]
replicate the attribution process without needing additional training or specific
architectures. Occlusion-based methods [29,50,54,57] employ multiple candidate
masks to measure their effects on the prediction and subsequently combine the
results into a single saliency map. Learning-based methods [17,24,51,74] incor-
porate an additional network or branch, which is trained on additional data and
image-level labels to predict a saliency map for a given input image. Examples
include the use of generators [17] or auto-encoders [24,51]. Such techniques can
be used to extract explanations for a decision and make them part of a DBOM.

Prototype method involves identifying and using representative examples from
the dataset to explain the behavior and predictions of a machine learning model.
These prototypes are selected to provide clear and interpretable references that
illustrate the model’s decisions. One basic intuition is to seek a set of representa-
tive samples with in a class or for more classes that provide interpretability [12].
Part-prototype [19,41,59] focuses on explaining model predictions by identifying
and utilizing representative parts or segments of the input data. This method
helps in breaking down complex inputs into understandable and meaningful
components. As a DBOM is meant for stakeholders, care must be taken when
including such information from the training set in it. In particular, sensitive
and individualized information must not be leaked. Still, pointing out certain
similarities to examples may facilitate the evaluation of a decision.

Counterfactual explaination [20,62,65] aims to elucidate the decision-making
process of a machine learning model by presenting alternative scenarios. These
explanations describe how the outcome would change if certain aspects of the
input were altered. By highlighting these changes, counterfactual explanations
help users understand the sensitivity and rationale behind a model’s predictions.
As attribution techniques, counterfactual explanations may be provided as part
of a DBOM and could be checked to ensure compliance.

Verbal interpretability explains decisions or predictions of Al models using
natural, human-understandable language. One branch of this involves methods
based on decision sets or rule sets. These rule extraction techniques can utilize
network-specific information [5,22], such as the network structure or learned
weights. Alternatively, they can treat the AI model as a black-box and derive
explanations directly from the examples generated by the model [15,64]. Another
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branch pertains to Visual Question Answering (VQA) [7,44,70], which involves
generating textual explanations about objects appearing in images. With the
advancement of large language models like ChatGPT [1], techniques such as
Chain-of-Thought prompting [66,69,72], where complex tasks are broken down
into smaller, manageable steps within the promptare also considered part of
verbal interpretability. If a decision is based on text-generation or -processing,
such techniques may be used to generate explanations for DBOMs.

Clearly, covering all relevant literature here is impossible and ultimately,
what makes sense for a system and a DBOM depends on the use case. In any
case, integrating at least some of the aforementioned approaches directly into
AT decision making and documenting their proper usage via a DBOM promotes
trustworthiness of Al systems. In the university admissions example, deploying
these methods would involve setting up the system with embedded checks and
balances that continuously assess and adjust the decision-making processes, and
providing applications with reasonable and accurate explanations. This not only
helps in maintaining fairness but also builds trust among stakeholders that the
system is performing as intended and adhering to ethical guidelines.

In practice, for the university admissions example, the DBOM would include
details such as versions of the fairness algorithms used, data sets for training,
and specifics of the runtime enforcement and explanation mechanisms. Each
component’s cryptographic signature would verify its authenticity and compli-
ance with the specified standards. If any component is updated or modified, its
new version and signature must be documented in the updated BOM, ensuring a
continuous chain of trust. This mechanism is essential to maintain transparency,
foster trust among stakeholders, and ensure that the system adheres to ethical
and legal standards. Such a practice not only enhances the reliability of the Al
system but also bolsters its acceptance by providing a clear, traceable record of
compliance and integrity.

4 Reasoning About DBOMs

Having verified that all facts have been emitted by entities which are trusted to
emit the respective facts, we aim to analyze a DBOM to automatically check
certain aspects of it. To this end, we reuse algorithms and results from logic
programming.

4.1 Rules

AT regulation coming from legislators does not include details of how to imple-
ment the required features, but relate to industry standards, or even presuppose
that those are developed within a limited time frame (as done in the European
AT Act [27]). Indeed, industry standards and certification bodies such as the
TUV often lay out detailed criteria to fullfil. In general, it is natural that those
criteria are presented in the form of conditionals of the form if-then, for instance:
If a decisision produced by an Al system including a fairness monitor is based
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on an approved training set, and the system is properly audited, then it can be
qualified as trustworthy. This layout of facts and rules allows us to automate the
validation process using logic programming.

In general, computationally solving problems in First-Order Logic (FOL) is
not feasible due to undecidability and /or complexity. However, there are subsets
such as Horn clauses where automated reasoning becomes possible [67]. The data
we want to process for validation can easily be regarded as Horn clauses, where
DBOM information corresponds to facts or ground terms and the validation
criteria can be seen as definite Horn clauses. If this is not the case, e.g., for
explanations that may take some other shape, we assume that facts can still
be extracted from the provided information. Finally, we can use the assertions
we want to validate as goal clauses, as will be explained below. The resulting
system can be expressed in a logic programming language, and it can be validated
automatically by a logic reasoning engine.

We propose to use an engine based on the Datalog programming language [31].
In contrast to other logic programming languages, Datalog is purely declarative
and can be optimized for a performance comparable to non-logic tools [45,56,71].

We use the facts extracted from the DBOM as input for a Datalog reasoning
engine. For the rules, we use a similar mechanism as described in Sec. 4.3. Our
rules are signed the same way as our facts are, and we also use certificates for
signature verification. However, there is a slight difference regarding namespaces:
When checking the signature, we only want the right-hand side of the rule to
be part of the namespace. For example, if we have a rule allowing to deduce the
predicate Certified from other facts

Audited(x,d) Checked(y,p) Trained(z,d,p,n)
Certified(n)

we only need Certified to be element of the certificate’s namespace.

We strongly suggest to sign rules and DBOMs separately, ideally by different
participants. If (one of the) creator(s) of a DBOM wants to derive new facts from
the existing ones, they can simply can add those facts to the DBOM instead. To
store rules, we therefore propose a different format, described in Sec. 4.3. The
reasoning engine recieves a DBOM and one or multiple signed rulesets.

Having verified the DBOM and the set(s) of rules cryptographically, this gives
us a set of trusted facts F' and a set of trusted rules R. Both together form what
is often called a logic database, because of its similarities to relational databases.
This database is used to be queried with the desired assertions regarding the Al
decision. In most logic programming languages like Datalog, queries (also called
goals), are represented as negated predicates:

—Trustable(Admitted(JohnDoe))

This means that we actually want Trustable to be true. Datalog then tries to
prove that when including a query ¢, the set {F U RU {¢}} is inconsistent and
leads to a contradiction. It does so by trying to find a fact ¢ or a rule that
leads to g. In case of the rule, all its conditions are then recursively checked
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like g. At each step, the reasoning engine can keep track and provide us with a
trace afterwards. This trace contains all steps that were necessary to prove q. It
contains the used facts and rules and can be used for debugging and for deeper
understanding how a decision has been made.

4.2 Reasoning Example

Using the facts from the university admission example, we can now reason about
the decision process. In this case, assume that a rejected applicant would like to
know whether their rejection is trustable according to the rules in place. That
is, the query is:

Trustable(RejectA)

Recall the previously discussed rule rule saying that a neural network is certified
if it has been trained on audited data with a program that has been checked:

Audited(z,d) Checked(y,p) Trained(z,d,p,n)

Certified(n)
In addition, we assume that the following rules exist:

HasMonitor(z,s) BasedOn(y,s,n) Certified(n)

Certified(s)

Produces(z,s,0) Certified(s)

Trustable(o)

So, to be trustable, a decision must have been produced by a certified system,
and to be certified, a system must contain a fairness monitor and must be based
on a neural network which has been certified. Using the facts from the BOM,
we first establish that the neural network NN has been certified:

Audited(TUV,D) Checked(TUV,P) Trained(AWS,D,P,NN)
Certified(NN)

As the predicates have been signed by the respective authorities, we can trace
exactly which entities where collectively responsible for establishing the fact that
the NN is certified.

Now, the system S is certified if it contains a fairness monitor and is based
on a NN which has been certified. We establish this fact as follows:

HasMonitor(TUV,S) BasedOn(TUV,S,NN) Certified(NN)
Certified(S)

Finally, we establish that the decision is trustable:

Produces(Azure, S, RejectA)  Certified(S)

Trustable(RejectA)
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Audited(TUV,D)  Checked(TUV,P)  Trained(AWS,D,P,NN)
HasMonitor(TUV,S)  BasedOn(TUV,S,NN) Certified(NN)

Produces(Azure, S, RejectA) Certified(S)
Trustable(RejectA)

Fig. 2. Reasoning example.

Combining the individual derivations, we obtain the tree shown in Fig. 2.

So, the decision is indeed trustable based on the provided facts and rules.
The inference tree allows us to exactly trace which parties have been involved in
the decision and are accountable for which parts of the system used to reach the
decision. For instance, if it turns out that the system running was not actually the
system S, then Azure would be accountable, and if it turns out that there was not
actually a fairness monitor, then TUV would be accountable. For the enduser,
e.g., a rejected applicant, this information could then be visualized such that they
are able to understand it. If the number of facts and rules used for an inference
tree becomes bigger and bigger, the comprehensibility of a visualization will
suffer. In this case, we would need a mechanism similar to signature-based proof
condensation, which is already used for the visualization of proofs in description
logic [3]. The idea is to automatically hide the sub-proofs for concepts that are
well-known for the user. In our example, if NN had a global reputation for its
fairness, the display of the inference tree would stop at Certified (NN, with an
option to “unfold” it, if the rejected applicant remains sceptical.

4.3 Rules Encoding

As for facts, we also propose a standard for encoding rules. Our DBOM allows
us to bind facts or assertions and signatures together. For the signatures of
rules, we plan to use a similar format. However, we do not really need to define
the argument types for the rules’ predicates; they are resulting from the fact’s
definitions. Consequently, we do not need an inner and an outer schema.

The example in Lst. 1.2 shows how the first rule from Sec. 4.2 would look
like when signed in the proposed format. For the rules, one might also use fixed
constants as arguments for our predicates instead of variables. In this case, the
variable has to be replaced with value

5 Conclusion and future work

To ensure traceability and accountability of Al systems and their decisions, we
proposed an approach centered around a Decision Bill of Materials (DBOM). A
DBOM documents all elements contributing to a decision and the parties that
have been involved in it. By equipping a DBOM with cryptographic signatures,
accountability for the stated facts is ensured. This not only can ensure that any
decision of the AI system is rooted in verified and audited components that
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"rules": [
{
"head": {
"name": "certified",
"arguments": [
{ "variable": "mneuralNetwork" }
]
},
"body": [
{
"name": "audited",
"arguments": [
{ "variable": "auditori" },
{ "variable": "database" }
]
},
{
"name": "checked",
"arguments": [
{ "variable": "auditor2" },
{ "variable": "program" }
]
},
{
"name": "trained",
"arguments": [
{ "variable": "provider" 1},
{ "variable": "database" },
{ "variable": "program" 1},
{ "variable": "neuralNetwork" }
]
}
]
}
1,
"signature": {
"algorithm": "PS512",
"value": "P2TJK3WROL..."
}

Listing 1.2. Encoding of the first rule from sec. 4.2
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have been used as intended, but also allows for tracking and auditing additional
operational and runtime aspects. As discussed, a host of existing techniques can
be used in conjunction with DBOMs, either by merely recording their usage or
by producing additional information such as explanations.

As next steps, we plan an implementation of our proposed requirement
checker that is able to process DBOMs and rulesets. In this context, we are
also thinking about accepting existing certificate formats such as X.509 as Cert
predicates. Another potential add-on would be the automatic generation of parts
of the DBOM. As an example, the T'rained predicate might be generated auto-
matically using a signing mechanism provided by the cloud operator. This would
allow to quickly adapt the evolving parts of the decision making process, whereas
fundamental facts and rules will remain subject to manual certification.
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